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Introduction
The regulatory landscape for tokens, digital assets, and asset tokenization in the United States
is a complex mosaic of state and federal laws. This article delves into the nuances of how these
two levels of governance approach the regulation of the burgeoning digital asset space,
highlighting the key differences and challenges faced by businesses and investors.

Chapter 1: Federal Oversight of Digital Assets

At the federal level, multiple agencies have a say in how digital assets are regulated, each
with its own perspective based on the nature of the asset in question.

1.1 Securities and Exchange Commission (SEC)

At the federal level, the regulation of tokens primarily falls under the jurisdiction of the
Securities and Exchange Commission (SEC) and the Commodity Futures Trading
Commission (CFTC).

The SEC has been particularly active in asserting its authority over tokens that it deems to
be securities. The central test applied by the SEC to determine whether a token is a security
is the Howey Test, which originates from the Supreme Court case SEC v. W.J. Howey Co.
[1] Under this test, a token is considered a security if it involves an investment of money in a
common enterprise with a reasonable expectation of profits to be derived from the efforts of
others.

The SEC has issued several statements and enforcement actions indicating that many
Initial Coin Offerings (ICOs) and token sales may involve the sale of securities, and thus,
must comply with federal securities laws. This includes registration requirements or finding
an appropriate exemption, such as Regulation D for accredited investors or Regulation A for
a public offering to non-accredited investors.

The CFTC, on the other hand, considers cryptocurrencies like Bitcoin and Ethereum to be
commodities, and therefore, it regulates derivatives based on these assets. The CFTC has
jurisdiction over futures, options, and swaps on digital assets that are considered
commodities.
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1.2 Commodity Futures Trading Commission (CFTC)

The CFTC [2] has the mandate to oversee the derivatives markets, which include futures,
options, and swaps. When it comes to cryptocurrencies such as Bitcoin and Ethereum, the
CFTC has classified these digital assets as commodities. This classification is significant
because it determines which regulatory body has jurisdiction over different aspects of
cryptocurrency trading and the types of regulations that apply.

As commodities, cryptocurrencies like Bitcoin and Ethereum fall under the regulatory
purview of the CFTC when they are used in derivative contracts. Derivative contracts are
financial instruments that derive their value from an underlying asset, in this case,
cryptocurrencies. The CFTC's jurisdiction includes the oversight of the trading of
cryptocurrency derivatives, ensuring that the markets operate fairly and transparently and
are free from fraud and manipulation.

The CFTC's approach to cryptocurrencies as commodities was first articulated in 2015
when it found Bitcoin to be a commodity under the Commodity Exchange Act (CEA). This
was a significant step in establishing a regulatory framework for virtual currencies in the
derivatives market. Since then, the CFTC has maintained that other virtual currencies,
including Ethereum, are also commodities and thus fall within its regulatory scope.

The CFTC's regulatory authority extends to the derivatives markets for these commodities,
meaning that it sets rules for how these instruments can be traded, who can trade them,
and the responsibilities of exchanges and intermediaries that facilitate these trades. For
example, platforms offering futures contracts on Bitcoin must ensure that they comply with
CFTC regulations, including registering with the agency and adhering to its rules regarding
trading practices and reporting.

However, it's important to note that the CFTC's regulatory oversight does not extend to the
spot trading of cryptocurrencies, which is the direct buying or selling of the assets for
immediate delivery. While the CFTC does not regulate the spot markets for
cryptocurrencies, it does have enforcement authority to combat fraud and manipulation in
these markets.

In summary, the CFTC's classification of cryptocurrencies like Bitcoin and Ethereum as
commodities has important implications for how these digital assets are regulated in the
context of derivatives trading. The CFTC's role is to ensure that the derivatives markets for
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these commodities are transparent, competitive, and financially sound, protecting market
participants from abusive practices and maintaining the integrity of the financial system.

1.3 Financial Crimes Enforcement Network (FinCEN)

FinCEN is a bureau of the U.S. Department of the Treasury that plays a critical role in the United
States' regulatory framework, particularly in the enforcement of anti-money laundering (AML)
and Know Your Customer (KYC) regulations. These regulations are designed to prevent and
combat money laundering, terrorist financing, and other financial crimes.

In the context of digital assets, which include cryptocurrencies, tokens, and certain
non-fungible tokens (NFTs), FinCEN's oversight is particularly important due to the unique
challenges posed by the digital nature of these assets. Digital assets can be transferred
quickly across borders, often without the traditional financial intermediaries that are subject
to regulatory oversight, making them potentially attractive for illicit activities.

AML regulations require financial institutions, including those dealing with digital assets, to
implement systems and processes that detect and report potentially suspicious activities
that could be indicative of money laundering. This includes the requirement to file
Suspicious Activity Reports (SARs) when certain criteria are met.

KYC regulations are part of the broader AML framework and require financial institutions to
verify the identity of their customers, understand the nature of their customers' activities,
and assess the risks associated with those activities. For digital asset service providers, this
means they must have procedures in place to identify and verify the identities of their users,
monitor transactions, and report suspicious activities to FinCEN.

FinCEN has issued guidance to clarify how its regulations apply to businesses engaged in
certain digital asset activities. For example, FinCEN considers certain digital asset service
providers, such as cryptocurrency exchanges and wallet providers, to be money services
businesses (MSBs). As MSBs, they are required to register with FinCEN, implement AML
and KYC programs, maintain records, and report certain transactions.

FinCEN's approach to digital assets is part of a broader effort to ensure that the financial
system is not used for illicit purposes while also recognizing the importance of supporting
financial innovation. The bureau works closely with other regulatory bodies, both
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domestically and internationally, to develop and enforce regulations that address the risks
associated with digital assets while fostering an environment that encourages responsible
innovation in the financial sector. [3]

1.4 Internal Revenue Service (IRS)

The Internal Revenue Service (IRS) in the United States has a clear stance on the
treatment of cryptocurrencies for tax purposes [4]. According to the IRS, cryptocurrencies
are classified as property rather than currency. This classification has significant tax
implications for individuals and businesses that engage in transactions involving
cryptocurrencies.

Here are the key points to understand about the IRS's treatment of cryptocurrencies as
property:

1. Capital Gains and Losses: Just like any other form of property, when you sell or
exchange cryptocurrency, you may realize a capital gain or loss. A capital gain
occurs if you sell the cryptocurrency for more than your original purchase price (your
cost basis). Conversely, a capital loss occurs if you sell it for less than your cost
basis. These gains and losses must be reported on your tax return.

2. Reporting Requirements: The IRS requires taxpayers to report all cryptocurrency
transactions on their tax returns. This includes not only sales but also exchanges of
cryptocurrency for other assets, including other cryptocurrencies, and the use of
cryptocurrency to purchase goods or services.

3. Tax Forms: To report capital gains and losses from cryptocurrency transactions,
taxpayers must use Form 8949, Sales and Other Dispositions of Capital Assets, and
Schedule D (Form 1040), Capital Gains and Losses. These forms allow taxpayers to
detail each transaction and calculate their capital gains or losses.

4. Record-Keeping: Given the IRS's classification of cryptocurrency as property, it is
essential for taxpayers to maintain meticulous records of their cryptocurrency
transactions. This includes the date of each transaction, the amount in U.S. dollars,
the cost basis, the sale price, and any associated fees. These records are crucial for
accurately reporting to the IRS and determining tax liability.
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5. Tax Rates: The tax rate applied to capital gains from cryptocurrency depends on how
long the asset was held before being sold or exchanged. Short-term capital gains
(for assets held for one year or less) are taxed at ordinary income tax rates, while
long-term capital gains (for assets held for more than one year) are taxed at reduced
rates.

6. Taxable Events: Not all interactions with cryptocurrency are taxable. Buying and
holding cryptocurrency without selling or exchanging it does not trigger a taxable
event. However, selling, exchanging, or spending cryptocurrency are all considered
taxable events.

7. IRS Guidance and Enforcement: The IRS has issued guidance, such as Notice
2014-21, to help taxpayers understand their obligations regarding cryptocurrency
transactions. The agency has also been active in enforcing compliance, including
sending letters to suspected non-compliant taxpayers and obtaining information from
cryptocurrency exchanges.

In summary, the IRS's classification of cryptocurrency as property for tax purposes means
that taxpayers must report transactions involving cryptocurrencies in a manner similar to
transactions involving other forms of property, such as stocks or real estate. This includes
keeping detailed records and being aware of the tax implications of buying, selling,
exchanging, or using cryptocurrencies. Failure to comply with these requirements can result
in penalties and interest charges. [4]

Chapter 2: State-Level Regulations

State regulations vary significantly across the United States, with some states adopting
more progressive stances towards digital assets and tokenization. For example, Wyoming
has enacted several blockchain-friendly laws, including the Utility Token Act, which exempts
certain tokens from state securities regulations and the Money Transmitter Act.

Other states, like New York, have implemented more stringent regulatory frameworks. The
New York State Department of Financial Services (NYDFS) requires businesses engaged in
certain virtual currency activities to obtain a BitLicense, which imposes significant
operational requirements.
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States are also exploring the Uniform Law Commission's (ULC) model acts, such as the
Uniform Regulation of Virtual-Currency Businesses Act (URVCBA), which aims to create a
harmonized regulatory framework for virtual currency businesses.

2.1 State Securities Laws

State securities laws, commonly referred to as "Blue Sky Laws," represent the individual
securities regulations enacted by each state within the United States. These laws are
designed to protect investors from fraudulent sales practices and to ensure the integrity of
the securities markets at the state level. While federal securities laws, such as the
Securities Act of 1933 and the Securities Exchange Act of 1934, provide a baseline for
securities regulation across the country, state securities laws can impose additional
requirements or offer exemptions that are specific to each state's jurisdiction.

The term "Blue Sky Laws" originated from the intent to prevent speculative schemes that
have no more basis than so many feet of "blue sky." These laws typically require the
registration of securities offerings within the state, the registration of brokers and investment
advisers, and the disclosure of information to potential investors. They also establish
anti-fraud provisions and give state regulators the authority to investigate and take
enforcement actions against fraudulent or deceptive practices.

When it comes to digital assets that are considered securities, such as certain types of
tokens or coins offered through initial coin offerings (ICOs) or security token offerings
(STOs), state Blue Sky Laws are particularly relevant. The determination of whether a
digital asset is a security often involves the application of the "Howey Test," which comes
from the Supreme Court case SEC v. W.J. Howey Co. If a digital asset is deemed a security
under this test, it is subject to both federal and state securities laws.

State securities regulators have been active in addressing the challenges posed by digital
assets. For example, some states have issued guidance on how their securities laws apply
to digital assets, while others have taken enforcement actions against digital asset offerings
that they believe are in violation of state securities laws. Additionally, certain states have
enacted legislation to provide clarity and legal frameworks specifically for digital assets,
which may include exemptions from traditional securities registration requirements for
certain types of tokens that are not deemed to be securities, often referred to as "utility
tokens."
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However, it's important to note that the regulatory landscape for digital assets is still
evolving, and there is significant variation in how different states approach the regulation of
these assets. Some states have taken a more proactive and welcoming stance by creating
favorable regulatory environments to attract digital asset businesses, while others have
been more cautious and stringent in their approach.

For businesses and individuals dealing with digital assets, it is crucial to understand the
specific requirements and exemptions under the Blue Sky Laws of each state in which they
intend to operate. Non-compliance with state securities laws can result in penalties,
including fines and cease-and-desist orders, and can also affect the rights of investors
within those states. Therefore, consultation with legal experts in securities law is often
necessary to navigate the complex interplay between federal and state regulations
concerning digital assets. [5]

2.2 Money Transmitter Laws

Money transmitter laws in the United States are designed to regulate entities that engage in
the business of transmitting money. These laws are primarily state-level regulations, and
they have been increasingly applied to companies that handle digital asset transactions,
including cryptocurrencies.

Each state has its own set of rules and regulations regarding money transmission, and
these can vary significantly. The primary purpose of these laws is to protect consumers by
ensuring that money transmitters are financially sound, have adequate anti-money
laundering (AML) procedures in place, and adhere to consumer protection standards.

To operate legally, a money transmitter must typically obtain a license from the state
regulatory authority. The process for obtaining a license can involve several steps,
including:

1. Registration with the state's financial regulatory body.
2. Payment of licensing fees, which can vary by state.
3. Submission of detailed application materials, which may include financial statements,

business plans, AML policies, proof of a surety bond, and information about the
owners and operators of the business.
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4. Undergoing background checks for key personnel to ensure they are fit to operate a
money transmission business.

Once licensed, money transmitters must comply with ongoing regulatory requirements, such
as:

● Maintaining certain levels of net worth and liquidity to ensure they can fulfill their
obligations to customers.

● Submitting to regular examinations and audits by the state regulator.
● Reporting suspicious activities to combat money laundering and financial crimes.
● Keeping detailed records of transactions.

The application of money transmitter laws to digital asset companies has been a developing
area of regulation. As digital assets can be used to transfer value, states have begun to
clarify whether activities involving cryptocurrencies fall under their money transmitter
regulations. Some states have issued specific guidance or regulations for digital currency
businesses, while others have amended their existing money transmitter laws to include
virtual currencies explicitly.

For example, New York's BitLicense is a regulatory framework specifically designed for
virtual currency businesses, which includes money transmission activities involving digital
assets. Other states, like Wyoming, have created a more favorable regulatory environment
for digital asset companies by providing certain exemptions and creating new types of bank
charters that cater to blockchain and cryptocurrency businesses.

It's important for digital asset companies to understand the specific requirements of each
state in which they operate, as failure to comply with money transmitter laws can result in
significant penalties, including fines and the revocation of licenses. Additionally, companies
must stay informed about changes in state laws and regulations, as the legal landscape for
digital assets is continually evolving. [6]

2.3 Innovative Frameworks

Some states, like Wyoming, have created more crypto-friendly regulatory frameworks,
including exemptions for utility tokens and frameworks for the chartering of special purpose
depository institutions.
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1. Exemptions for Utility Tokens: Wyoming has recognized the unique nature of utility
tokens and has provided a legal framework that exempts them from the state's
securities laws under certain conditions. Utility tokens are digital assets that provide
users with access to a product or service offered by the platform that issues the
tokens. They are not designed as investments, which is a key distinction from
securities. Wyoming Statute § 34-29-106, known as the Wyoming Utility Token Act,
classifies open blockchain tokens with specified consumptive characteristics as
intangible personal property, rather than securities, provided they are not marketed
as investments and are exchangeable for goods, services, or content.

2. Special Purpose Depository Institutions (SPDIs): Wyoming has also introduced a
framework for the chartering of Special Purpose Depository Institutions. These
institutions are a new type of state-chartered banking entity designed to serve
businesses in the blockchain and cryptocurrency sectors. SPDIs are authorized to
provide custodial services for digital assets, which is significant because traditional
banks are often hesitant to offer such services due to regulatory uncertainty. SPDIs
are required to maintain 100% reserves of their deposits, cannot lend, and do not
require Federal Deposit Insurance Corporation (FDIC) insurance. This framework is
established under Wyoming Statute § 13-12-101, known as the Special Purpose
Depository Institutions Act.

These innovative frameworks are part of Wyoming's broader strategy to become a hub for
blockchain and digital asset companies. By creating a supportive legal environment,
Wyoming aims to attract businesses in this space, which can contribute to economic growth
and innovation within the state. The state's approach has been recognized as one of the
most progressive in the United States regarding digital asset regulation. [7]

2.4 The Uniform Law Commission (ULC)

The Uniform Law Commission (ULC), also known as the National Conference of
Commissioners on Uniform State Laws (NCCUSL), is an organization that aims to provide
well-drafted legislation that brings clarity and stability to critical areas of state statutory law.
One of the areas that the ULC has focused on is the regulation of virtual-currency
businesses.
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The ULC's proposal, known as the Uniform Regulation of Virtual-Currency Businesses Act
(URVCBA), is designed to offer a standardized regulatory framework for virtual-currency
businesses operating across different states. The goal of the URVCBA is to address the
current patchwork of state laws that can be inconsistent and create confusion for
businesses operating in the virtual currency space.

The URVCBA seeks to define the types of virtual-currency business activities that would
require state licensure and outlines the requirements for obtaining a license. It also provides
a set of consumer protections and establishes the powers and duties of the state regulatory
authority overseeing these businesses.

Key aspects of the URVCBA include:

1. Definition of Virtual-Currency Business Activity: The Act provides a clear definition of
what constitutes virtual-currency business activity, which includes activities such as
exchanging, transferring, or storing virtual currency, as well as participating in virtual
currency administration.

2. Licensing Requirements: The Act sets forth the licensing requirements for
businesses engaged in virtual-currency business activity, including the application
process, financial and business disclosures, and compliance obligations.

3. Consumer Protections: The URVCBA includes provisions aimed at protecting
consumers, such as requirements for disclosure, the handling of consumer
complaints, and the safeguarding of consumer assets.

4. State Authority: The Act grants state authorities the power to enforce the law,
including the ability to conduct investigations, examine business records, and take
action against licensees for non-compliance.

5. Reciprocity and Cooperation: The URVCBA encourages states to cooperate with
one another and to recognize the licenses granted by other states, promoting a more
unified regulatory environment.

6. Exemptions: The Act also identifies certain activities and entities that are exempt
from the licensing requirements, such as those already regulated under other
financial services laws.

It is important to note that while the ULC can propose uniform laws, it does not have the
authority to enact them. The adoption of the URVCBA is at the discretion of each individual
state. States can choose to adopt the Act in full, modify it to suit their specific needs, or not
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adopt it at all. As of the time of this response, the URVCBA has not been widely adopted by
states, and the regulatory landscape for virtual-currency businesses continues to be a
mosaic of differing state regulations.[8]

Chapter 3: The Interplay Between State and Federal
Regulations

The differences between state and federal laws can create challenges for businesses as
they may be subject to multiple, sometimes conflicting, regulatory regimes.

3.1 Preemption and Compliance

In the U.S. legal system, federal laws can override or preempt state laws in certain areas,
particularly when there is a direct conflict between the two or when federal law is intended
to fully occupy a regulatory field. This principle is rooted in the Supremacy Clause of the
U.S. Constitution. However, preemption does not always mean that state regulations are
entirely displaced. There are instances where federal laws set minimum standards, and
states can choose to implement more stringent regulations. Businesses operating across
multiple states must be aware of and comply with both federal and state regulations, which
can vary significantly. This dual layer of compliance requires businesses to conduct
thorough legal analyses to ensure they do not run afoul of any requirements, which can be
resource-intensive and increase operational costs.

3.2 Regulatory Uncertainty

Regulatory environments are dynamic, with laws and regulations frequently being proposed,
revised, or repealed. This fluidity can create uncertainty for businesses, as they must
continuously monitor and adapt to changes at both the state and federal levels. Staying
informed about both current regulations and those that are proposed is crucial for strategic
planning and risk management. Businesses must be agile and have processes in place to
quickly respond to regulatory changes to maintain compliance and avoid penalties.[9]
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3.3 Seeking Clarity

Given the complexity of navigating multiple regulatory regimes, businesses often seek
explicit guidance from regulatory authorities to understand how laws and regulations apply
to their specific operations. This can be achieved through no-action letters, which are
statements from a regulatory body indicating that it will not take enforcement action against
the company for a particular proposed activity. Other forms of guidance can include
interpretive rules, policy statements, and FAQs published by regulatory agencies. These
tools help businesses to clarify ambiguous regulatory areas and make informed decisions
about their compliance strategies.

Overall, the interplay between state and federal regulations requires businesses to be
vigilant, proactive, and well-informed to successfully navigate the regulatory landscape. This
often involves engaging with legal experts and regulatory consultants who can provide
insights into the implications of regulations and assist in maintaining compliance across
jurisdictions.[10]

Chapter 4: The Future of Token Regulation in the US

The future of digital asset regulation in the US is likely to involve further clarification and
refinement of the existing regulatory framework.

4.1 Potential Developments

More detailed guidance from regulatory bodies, the introduction of new legislation at both
the federal and state levels, and court decisions that provide legal precedents for the
classification and regulation of digital assets are expected. [11]

4.2 Industry Impacts

The sectors likely to be affected by tokenization are significant, and the scope of
tokenization of financial products and assets is broad. [12]
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Conclusion

Navigating the differences between state and federal laws in the US regarding token
regulation, digital assets, and asset tokenization requires a comprehensive understanding
of the regulatory landscape. Businesses and investors must stay abreast of the latest
developments and seek expert guidance to ensure compliance and capitalize on the
opportunities within this dynamic field.
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Legal Disclaimer
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The Tokenizer utilizes artificial intelligence and language learning models to analyze and interpret complex regulatory
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